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Adversarial Attack Competition

RESULTS
I g T TS T oy

YunhanZhao 23 10/31/23 0.5852 (1) 0.9251 (16) 0.5002 (1) View
2 sftjbd 8 10/31/23 0.5850 (2) 0.9264 (13) 04997 (2) View
e 1 10/27/23 05848 (3) 09251 (14) 04997 ()  View
4 luolin 13 10/31/23 0.5844 (4) 0.9251 (15) 0.4992 (3) View
5 dyf2316 11 10/30/23 0.5841 (5) 0.9510 (3) 0.4924 (9) View
6  abcdhhhh 34 10/27/23 0.5837 (6) 0.9446 (5) 0.4935 (6) View
7  Caribbean.Patrick_Star 1 10/28/23 0.5826 (7) 0.9277 (12) 0.4963 (5) View
8 Yiv 31 10/27/23 0.5825 (8) 0.9535 (2) 04897 (17)  View
9  xbhuang 20 10/17/23 0.5812 (9) 0.9375 (9) 04921 (10)  View
10 wnllixiao 66 10/27/23 05811 (10)  0.9388 (7) 04917 (12)  View
11 Ysyl 23 10/30/23 05810 (11)  0.9326 (10) 04931 (7) View
12 yinzhangyue060 14 10/31/23 05807 (12)  0.9406 (6) 04907 (13)  View
13 Cloudia 24 10/30/23 05805 (13)  0.9406 (6) 04905 (14)  View
14 tdinl 21 11/01/23 05802 (14)  0.9406 (6) 04901 (15)  View
1= civnniandin 10 1N/2A1 /2 N ER’RNN (1K) N QANA (R N ARQQ (1A) \/iaws

Link: https://codalab.lisn.upsaclay.fr/competitions/15669?secret key=77cb8986-d5bd-4009-82f0-7dde2e819ff8



https://codalab.lisn.upsaclay.fr/competitions/15669?secret_key=77cb8986-d5bd-4009-82f0-7dde2e819ff8
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Data Extraction Attack
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https://tech.openeglab.org.cn:8001/dss/imageClassify



https://tech.openeglab.org.cn:8001/dss/imageClassify

Terminology

OThe following terms describe the same thing:
« Data Extraction Attack

 Data Stealing Attack

« Training Data Extraction Attack
« Model Memorization Attack

« Model Inversion Attack




Security Threats
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Memorization of DNNs

1 Evidence 1: DNN learns different levels of representations

RELU RELU RELU RELU RELU RELU
CONV |CONV CONV CONVl CONVlCONVl

|

-

truck
alfplane
ship

horse

INEASNUNAN

=
=
.E‘-_‘-,

]
=IE
=
=
=




Memorization of DNNs

[J Evidence 2: DNN can memorize random labels/pixels

2.5 , , , ,
=& true labels
2.0 e—e random labels |- . EATHE
v == shuffled pixels
%) . ‘ e
215 - random pixels |4 FEAAREE
Q) -
S gaussian - I =
5 1.0
- . REALEE
0.5 ° é%ﬁu%ﬁ
0.0/
0 5 10 15 20 25

thousand steps

Zhang, Chiyuan, et al. “Understanding deep learning requires rethinking generalization.” ICLR 2017.



Memorization of DNNs

] Evidence 3: The success of GANs and diffusion models

https://thispersondoesnotexist.com/; https://thisartworkdoesnotexist.com/



https://thispersondoesnotexist.com/;https:/thisartworkdoesnotexist.com/

Intended vs. Unintended Memorization

] Intended Memorization [0 Unintended Memorization
e Task-related e Task-irrelevant but memorized
* Statistics  Even appear only a few times

* Inputs and Labels

30
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Arpit et al. “A closer look at memorization in deep networks.” ICML, 2017. Carlini et al. “The secret sharer: Evaluating and testing unintendégiz

memorization in neural networks.” USENIX Security, 2019.
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Carlini et al. “The secret sharer: Evaluating and testing unintended memorization in neural networks.” USENIX Security, 2019.
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Training Data Extraction Attack
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Carlini, Nicholas, et al. “Extracting training data from large language models.” USENIX Security, 2021.



Definition of Memorization

Definition 1 (Model Knowledge Extraction) A string s is
extractable” from an LM fy if there exists a prefix ¢ such that:

B AR

&

s < argmax fo(s' | ¢)

s’ |s'|=N

Definition 2 (k-Eidetic Memorization) A string s is k-

eidetic memorized (for k > 1) by an LM fy if s is extractable k-iEEiCTZ
from fg and s appears in at most k examples in the training

dataX: |{x€ X :s Cx}| <k.

Carlini, Nicholas, et al. “Extracting training data from large language models.” USENIX Security, 2021.




WG

SR : ERARENE ; P2 : ATHEFITEIA

Training Data Extraction Attack Evaluation

|
200,000 LM Sorte-d I Choose Check
Generations Generations I Top-100 Memorization
|

(using one of 6 metrics)
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Figure 2: Workflow of our extraction attack and evaluation. 1) Attack. We begin by generating many samples from GPT-2
when the model is conditioned on (potentially empty) prefixes. We then sort each generation according to one of six metrics and
remove the duplicates. This gives us a set of potentially memorized training examples. 2) Evaluation. We manually inspect
100 of the top-1000 generations for each metric. We mark each generation as either memorized or not-memorized by manually
searching online, and we confirm these findings by working with OpenAl to query the original training data.

LM (GPT-2) Deduplicate

Prefixes

Carlini, Nicholas, et al. “Extracting training data from large language models.” USENIX Security, 2021.
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Category Count

US and international news 109 Occurrences Memorized?
Log files and error reports 79 .

License, terms of use, copyright notices 54 URL (trimmed) Docs Total XL M S
Lists of named items (games, countries, etc.) 54 /r/-51y/milo_evacua... 1 359 & of b
Forum or Wiki entry 53 /t/llzin/hi_my_name... 1 113 v v

Valid URLs 50 /r/H7ne/for_all_yo... 1 76 v
Named individuals (non-news samples only) 46 /r/HB5mj/fake_news_... 1 79 %
Promotional content (products, subscriptions, etc.) 45 /t/BSwn/reddit_admi... 1 64 v

High entr.opy (UUIDs, base6.4 data) . 35 /r/ERIp8/26 eve;ling... 1 56 S v
g(())(l;;act info (address, email, phone, twitter, etc.) g% " /-il also_pizzagat... 1 51 s 1
Configuration files 30 /r/IBubf/late_night... 1 51 v oz
Religious texts 25 /r/lleta/make_christ... 1 35 VvV 1n
Pseudonyms 15 /r/H6ev/its_officia... 1 33 Y

Donald Trump tweets and quotes 12 /r/MlBc7/scott_adams... 1 17

Web forms (menu items, instructions, etc.) 11 /r/Hk20/because_his... 1 17

Tech news 11 /r/Iltu3/armynavy_ga... 1 8

Lists of numbers (dates, sequences, etc.) 10

RE—NXHEHEHIMICTZ
604% “=5M iLiZ B KT IZ 58




Memorization of Diffusion Models

Diffusion Art or Digital Forgery? Investigating Data Replication
in Diffusion Models

Gowthami Somepalli L , Vasu Singla L , Micah Goldblum % , Jonas Geiping L , Tom Goldstein L

t
» University of Maryland, College Park % New York University
{gowthami, vsingla, jgeiping, tomg}@cs.umd.edu goldblum@nyu.edu
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Memorization of Diffusion Models

Definition of Replication:

We say that a generated image has replicated content if it contains an object (either in the
foreground or background) that appears identically in a training image, neglecting minor
variations in appearance that could result from data augmentation.

Somepalli, Gowthami, et al. "Diffusion art or digital forgery? investigating data replication in diffusion models." CVPR. 2023.




Memorization of Diffusion Models

[ Create Synthetic and Real Datasets

Existing image retrieval datasets:
e Oxford

* Paris

* INSTRE

+ GPR1200

(c) (d)
Original Segmix Diagonal Patch
Outpainting  Outpainting

Somepalli, Gowthami, et al. "Diffusion art or digital forgery? investigating data replication in diffusion models." CVPR. 2023.



Memorization of Diffusion Models

[ Train Image Retrieval Models

Table 1. We present the mAP scores for all 10 models across 10 datasets. The first five datasets are real and the next five are synthetic. In
the last column we show the average rank of each model across datasets. We categorized the models based on the style of training. The
categories are as follows: CD/IR - Copy Detection/ Instance Retrieval, PT - Pre-Trained, SSL - Self-Supervised Learning. Refer Section 4
for more details on models, datasets and the metric. mAP higher the better. Average rank lower the better.

Type Method rOxford5k + rParis6k © CUB-20017 GPR12001 INSTREtT MSCOCO VOC- IN-Cutmix  IN-Dif- IN-Dif- Average
Segmix 1 Segmix 1 T Diagonal t+  Outpaint 1 Rank |

CD/IR Multigrain [6], ResNet-50 22.87 44.74 3.67 37.09 56.72 27.77 25.8 67.54 79.44 2491 5.9
SSCD [49] , ResNet-50 30.16 45.75 2.00 31.42 53.54 67.04 65.82 89.78 99.91 96.11 4.2
ViT [16] S/16, IN1k 31.24 61.5 13.12 40.44 54.11 23.21 22.42 61.99 48.36 14.25 5.5

PT ViT-B/16, IN12k 13.14 30.43 4.24 16.63 29.15 18.15 15.61 52.74 49.69 10.18 9.2
ViT-B/16, CLIP [53] on LAION [60] 39.92 68.92 8.6 62.13 73.19 20.37 17.91 59.5 47.54 8.76 54
Swin Transformer [37], Base, IN1k 40.06 72.07 15.49 54.09 68.46 24.51 24.31 74.79 40.74 14.75 4.1
MoCo [15], ViT-B/16 30.25 51.6 4.94 37.98 51.88 36.41 329 65.98 59.12 20.61 5.1

SSL MoCo, ViT-B/16 + CutMix [71] 25.01 46.73 3.44 32.23 48.58 32.83 26.11 55.74 62.88 46.96 6.5
VicRegL [5], ResNet-50 28.4 53.79 3.02 34.95 50.98 40.58 37.76 69.74 80.02 40.93 5.0
DINO [12], ViT-B/16, split-product 32.14 45.43 5.76 29.41 50.06 46.42 45.29 93.53 98.92 95.86 4.1

Somepalli, Gowthami, et al. "Diffusion art or digital forgery? investigating data replication in diffusion models." CVPR. 2023.




Memorization of Diffusion Models

Similarity metric:
* inner product
e token-wise inner product

Trained on
300 images

Diffusion model: DDPM
Dataset: Celeb-A

g §° The top-2 matches of diffusion models trained on
'§ 8 300, 3000, and 30000 images (the full set is 30000).
Results:
2 Green: copy
§ _éo Blue: close but no exact copy
E § Others: similar but not the same

Somepalli, Gowthami, et al. "Diffusion art or digital forgery? investigating data replication in diffusion models." CVPR. 2023.



Memorization of Diffusion Models

O iE# > Copyii &
S sim(gen,train) sim(train,train)
8.
4 4
6.
4 N 5|
2.
0070 0.5 10 200 o5 1o %0 o5 1o
(a) 300 points (b) 3000 points (c) All points

Gen-train vs train-train similarity score distribution

Somepalli, Gowthami, et al. "Diffusion art or digital forgery? investigating data replication in diffusion models." CVPR. 2023.




Memorization of Diffusion Models

[ Case study: ImageNet LDM

1 7 . .
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Many close copy but no exact match (similarity score <0.65)

Most similar: theater curtain, peacock, and bananas
Least similar: sea lion, bee, and swing

Somepalli, Gowthami, et al. "Diffusion art or digital forgery? investigating data replication in diffusion models." CVPR. 2023.




Memorization of Diffusion Models

] Case study: Stable Diffusion

Caption Source  Generation Top Match

Source caption: Hill Country Castle by R Del Angel

Match caption: Ben Hogan Portrait Golf Legend&quot (2014) by GinetteCallaway

Source caption: Captain Marvel Exclusive Ccxp Poster Released Online By Marvel

Match caption: Marvel Studios releases new poster of 'Captain Marvel'

Source caption: Rosie Huntington-Whiteley short hair (2015 Vanity Fair Oscar Party)
(Venturelli, photographer for Getty Images)

Match caption: 8017 Vanity Fair Oscar Party Hosted By Graydon Carter - Arrivals

LAION Aesthetics v2 6+: 12M images
Random select 9000 images as source and use their captions to prompt

Somepalli, Gowthami, et al. "Diffusion art or digital forgery? investigating data replication in diffusion models." CVPR. 2023.




Memorization of Diffusion Models

] Case study: Stable Diffusion

Key words

Prompt: A painting of the Great Wave off Kanagawa by Katsushika Hokusai

Some keywords (those in red) are associated with certain fixed patterns.

Somepalli, Gowthami, et al. "Diffusion art or digital forgery? investigating data replication in diffusion models." CVPR. 2023.




Memorization of Diffusion Models

] Case study: Stable Diffusion

Content and style copied Style copied

Generation

Top Match

Style copying using text prompt: <Name of the painting> by <name of the artist>

Somepalli, Gowthami, et al. "Diffusion art or digital forgery? investigating data replication in diffusion models." CVPR. 2023.



Memorization of Large Language Models (LLMs)

] Pretraining data detection

Text X
the 15th Miss e — ‘:

Universe Thailand 5 | ChatGPT ChatGPT is
pageant was held at  —»| Min-K% Prob iil, ——: pretrained on X

Roval Paraaon Hall e g o e f
e e &0
Token Prob
the the
@ 15 | Royal 1
th Miss e
= > = 7D, logp(x|-)
M
ChatGpT " et 4 TN
x;€{the,Royal ,Miss,15}
Hall Universe
0 0075 0.15 0225 0.3 0 0.0750.150.225 03 (c) average
(a) get token probs (b)select min K% tokens log-likelihood

.....................................

......................................

MIN-K% PROB

Shi, Weijia, et al. "Detecting Pretraining Data from Large Language Models." arXiv preprint arXiv:2310.16789 (2023).




Memorization of Large Language Models (LLMs)

] Detection on WIKIMIA

1
A dynamic benchmark: WIKIMIA MIN-K% PROB(z) = — > logp(wilzy, ..., i1).
x; EMin-K%(z)

- PPL Neighbor @ Min-K Prob o PPL Neighbor ® Min-K Prob
0.79 0.79
0.76 0.76
= 073
g 073 g .
% 20 — < o0
0.67 0.67
0.64 0.64 ‘
7 22 37 51 66 32 88 144 200 256
Billion of Parameters Example Length
(a) AUC score vs. model size (b) AUC score vs. text length

Shi, Weijia, et al. "Detecting Pretraining Data from Large Language Models." arXiv preprint arXiv:2310.16789 (2023).
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(Gradient Inversion Attack)
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O AEGRHEFNHBERSS, WREEE I E

(Gradient Inversion Attack)
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(b) Workflow of recursion-based Gradlnv attacks

(GZE) )3 [5)

(a) Workflow of iteration-based GradInv attacks

& (]

" 1JCAI 2022.

A Survey on Gradient Inversion: Attacks, Defenses and Future Directions.

Zhang et al. ©
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Zhang et al. “A Survey on Gradient Inversion: Attacks, Defenses and Future Directions.” [JCAI 2022.
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Publication Data Initialization Model Training Grad Matching Additional
Distribution  Resolution | Network  Batch size | Loss-fn  Optimizer
Gradlny attacks of iteration-based framework

DLG [Zhu et al., 2019] Gaussian 64 x 64 LeNet 8 {5 dist L-BFGS —
iDLG [Zhao et al., 2020] Uniform®™ 32x32 LeNet | ¢y dist  L-BFGS —
CPL [Wei et al., 2020b] Geometric 128 x 128 LeNet 8 {5 dist L-BEGS Ry regularizer
InvGrad [Geiping et al., 2020] Gaussian™ 224224 ResNet” 8 (100) Cosine Adam Ry regularizer
SAPAG [Wang et al., 2020] Constant 224 x224 ResNet T 8 Gauss AdamW Gaussian kernel
GradInversion [Yin et al., 2021] Gaussian™®  224x224 | ResNet” 48 (o dist Adam Riidel + Regroup
GradDisagg [Lam er al., 2021] Gaussian 32x32 MLP 32 (128) 0> dist  L-BFGS Participant info
GradAttack [Huang et al., 2021] Gaussian™ 224 x224 ResNet” 128 Cosine Adam No BN + labels
Bayesian [Balunovié et al., 2022] Gaussian 32x32 ConvNet” 1 (32) Cosine Adam Known p(g|x)
CAFE [Jin et al., 2021] Uniform 32x%x32 Loop-Net 100 {5 dist SGD In Vertical-FL
GIAS [Jeon et al., 2021] Latent 64 x 64 ResNet” 4 Cosine Adam GAN-based

Zhang et al. “A Survey on Gradient Inversion: Attacks, Defenses and Future Directions.” [JCAI 2022.
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(b) Workflow of recursion-based GradInv attacks

Zhang et al. “A Survey on Gradient Inversion: Attacks, Defenses and Future Directions.” [JCAI 2022.



EEL | ETEE

OEFITELE

L Data Initialization Model Training Grad Matching .
Publication Additional
Distribution  Resolution | Network  Batch size | Loss-fn  Optimizer
Gradlny attacks of recursion-based framework

PPDL-AHE [Phong et al., 2018] N/A 20%20 MLP | Gradient division —
PPDL-SPN [Fan er al., 2020] N/A 32x32 ConvNet 8 Linear solving Noise analysis
R-GAP [Zhu and Blaschko, 2021] N/A 32x32 ConvNet | Inverse matrix Rank analysis
COPA [Chen and Campbell, 2021] N/A 32x32 ConvNet 1 Least-squares Pull-back const

L The labels can be directly identified or extracted from shared gradients.
T The results of data recovery are compared in different model training states.

Zhang et al. “A Survey on Gradient Inversion: Attacks, Defenses and Future Directions.” [JCAI 2022.
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Category Method Publication Key Contribution
MixUp [Zhang et al., 2018] Data enhancement by linearly combining the inputs
Original Data InstaHide [Huang et al., 2020] Encrypt the MixUp data with one-time secret keys
Pixelization [Fan, 2018; Fan, 2019] Perturb the raw data with pixelization-based method
Dropout [Zheng, 2021] Add an additional dropout layer before the classifier
Training Model Local iters [Wei et al., 2020b] Share gradients after multiple local training iterations
Architecture [Zhu and Blaschko, 2021] Reduce the number of convolutional kernels properly
) [Zhang et al., 2020] Apply Homomorphic Encryption to protect gradients
Aggregation
[Lia and Togan, 2020] Utilize Secure Multi-Party Computation to aggregate
) _ [Sun et al., 2021] Perturb data representation layer and maintain utility
Shared Gradients Perturbation
[Wei et al., 2021] Add adaptive noise with differential privacy guarantee
. [Vogels et al., 2019] Compress the smaller values in gradients to zero
Compression [

Karimireddy et al., 2019]

Transmit the sign of gradients for model updates

Zhang et al. “A Survey on Gradient Inversion: Attacks, Defenses and Future Directions.” [JCAI 2022.




This Week

0 Model Stealing Attack
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Stealing machine learning models via prediction APIs, USENIX Security, 2016; Practical black-box attacks against machine learning, ASIACCS, 2017; Knockoff
nets: Stealing functionality of black-box models, CVPR, 2019; Maze: Data-free model stealing attack using zeroth-order gradient estimation, CVPR, 2021;
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Service Model Type Data set Queries Time (s)
Logistic Regression  Digits 650 70
Amazon Logistic Regression  Adult 1,485 149
BioML Decision Tree German Credit 1,150 631
g Decision Tree Steak Survey 4,013 2,088
e & =
2 8 § g ‘% _ £
) N 7] iz - =] .a
= £ S5 %% 2 5 %3
Service 2 5 Ow o ZZ A&
Amazon [1] X X v v X X X
Microsoft [38] X X v v v v v
BigML [11] R S X X v
PredictionlO [43] v X X v v X v
Google [25] X Vv v v v v v

Tramer, Florian, et al. "Stealing machine learning models via prediction {APIs}." USENIX Security, 2016.
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Tramer, Florian, et al. "Stealing machine learning models via prediction {APIs}." USENIX Security, 2016.
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Wang, Binghui, and Neil Zhengiang Gong. "Stealing hyperparameters in machine learning." S&P, 2018.
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Orekondy et al. "Knockoff nets: Stealing functionality of black-box models." CVPR, 2019.
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Orekondy et al. "Knockoff nets: Stealing functionality of black-box models." CVPR, 2019.
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Orekondy et al. "Knockoff nets: Stealing functionality of black-box models." CVPR, 2019.
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Jagielski, Matthew, et al. “High accuracy and high fidelity extraction of neural networks.” USENIX Security, 2020.
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Jagielski, Matthew, et al. “High accuracy and high fidelity extraction of neural networks.” USENIX Security, 2020.
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OLx) =AFAx + BY) + BY

OL(x) =

A(l)(A(O)X + B(O)) + B(l)
O &k == — 2%
 REETiEBMEMZ
Symbol Definition
d Input dimensionality
h Hidden layer dimensionality (% < d)

A (L) A0 (0) (1) K Number of classes
Oux)=A1"(A;"x +B;") +B A ¢ Rdxh Input layer weights

B ¢ R” Input layer bias
Al) ¢ RhxK Logit layer weights

B ¢ RX Logit layer bias

Jagielski, Matthew, et al. “High accuracy and high fidelity extraction of neural networks.” USENIX Security, 2020.
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Carlini et al. "Cryptanalytic extraction of neural network models." Annual International Cryptology Conference, 2020.
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Carlini et al. "Cryptanalytic extraction of neural network models." Annual International Cryptology Conference, 2020.
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Yuan, Xiaoyong, et al. “ES attack: Model stealing against deep neural networks without data hurdles.” 2022.
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Algorithm 1 ES Attack
INPUT:
The black-box victim model f,
Number of classes K
Number of stealing epochs NV
Number of training epochs for each stealing epoch M
OUTPUT:
The substitute model f,SN)
1: Initialize a synthetic dataset ’Ds(}(,)r)I by randomly sampling
x from a Gaussian distribution.
2: Construct an initial substitute model fﬁo) by initializing
the parameters in the model.
3: fort <+~ 1to N do
4: E-Step: Estimate the parameters in the substitute
model fs(t) using knowledge distillation for M epochs
on the synthetic dataset Ds(}t,; b,
5. S-Step: Synthesize a new dataset Dgz\ based on the

knowledge of the substitute model fs(t).
6: end for
7: return fS(N).
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(a) Initial Steal (¢ = 0) (b) The 1st Steal (t = 1)
(4)
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Dtrain Dtrain
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(d) The 3rd Steal (¢t = 3)

(e) The 4th Steal (t = 4)
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(a) Target 8-bit microcontroller me-(b) Langer RF-U 5-2 Near-field
chanically decapsulated Electromagnetic passive Probe

(c) The complete measurement setup
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Batina et al. CSI neural network: Using side-channels to recover your artificial neural network information, USENIX Security, 2019
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Stanford University
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We introduce Alpaca 7B, a model fine-tuned from the LLaMA 7B model on 52K instruction-following demonstrations. On our preliminary evaluation of single-
turn instruction following, Alpaca behaves qualitatively similarly to OpenAl’s text-davinci-003, while being surprisingly small and easy/cheap to reproduce

(<6008).
Web Demo  GitHub

Stanford £,
Alpaca ¥

HT 138X FH600E TR 52 A 7 X ChatGPTEY S AN .  H BT FR OpenAlftext-davinci-003 X4 iF
FHEN52000 XY IEHE A, BiiAMetagyFFiELLaMA 7BiE S R EI15 2] Alpaca

https://crfm.stanford.edu/2023/03/13/alpaca.html




LLM Extraction

@ Meta
LLaMA 7B

Text-davinci-003

Vv

N Supervised
’ 52K Finetuning Alpaca 7B
175 Self- Modified Self-instruct Instruction-following
Instruct Instruction Generation examples
seed tasks
Example seed task Example Generated task
Instruction: Brainstorm a list of Instruction: Brainstorm creative
possible New Year's resolutions. ideas for designing a conference
Output: ool
- Lose weight Output:
- Exercise more ... incorporating flexible
- Eat healthier components, such as moveable
walls and furniture ...

LLaMa 7B -> Alpaca 7B

https://crfm.stanford.edu/2023/03/13/alpaca.html




Future Research

[ Attack:
» Data/model extraction attacks on LLMs
» Attacking large-scale datasets and models
[0 Defense:
> Attack detection and mitigation: detect malicious queries

> Attack as a defense, adding watermark/backdoor into the

extracted data
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